INTRODUCTION
The purpose of the paper is to provide an overview of drones' utilization within civilian societies as a challenge for the security of air traffic. It will also analyse the term 'drone' and UA within civilian terminology, and more precisely, to identify source elements which are critical to decide if a selected flying object could be classified as such. Their utilization and tasks will be also mentioned. The legal aspects of using unmanned flying vehicles will be discussed as utilization of UA in air space is growing threat for manned platforms causing a real danger. It is assessed that the number of private users of UA will increase, probably expansively. It will be supported by growing availability of new technologies, lowering costs so their purchase for variety of application will be exploited for private and commercial purposes. It is ineffectual to try to limit UA utilization as they could not be fully controlled; it is rather requesting looking for building compromise allowing the develop-100 K. Załęski ment of that branch of aviation. Parallel, it is necessary to treat such the handlers and operators as another important group of air space users.
The future fully autonomous unmanned aerial vehicles will more effectively eliminate errors but it is still to come in the future. Currently as of their growing presence there is still a need to clearly formulate regulations and law to avoid incidents especially toward civilian air traffic. Another challenge is that those could be used to threaten security of societies by using UA as a tool in hands of terrorists and extremists. The drones' role is increasing every year and for example "by 2020, the Federal Aviation Administration (FAA) expects to have as many as 30,000 drones flying over the United States" 2 .
AN OVERVIEW OF DRONES/UA
Drones started to be well-known when such the type of aerial vehicles supported US forces in Iraq and Afghanistan by conducting combat missions; UAV 'Predator' was a symbol of their employment. They were equipped with artificial intelligence, equipment and armament allowing conducting tasks in all weather conditions. Norman Friedman highlighted drones role as they allow concentrating and focusing humans only in those spots which are critically important and the rest should be covered by non-human assets like UAVs 3 . The Oxford Dictionary is defining a drone as "a remote-controlled pilotless aircraft or missile" 4 giving many option to recognize such the platforms. The Collins Dictionary is providing extended definition linked with a remote control as "a drone is a type of aircraft that does not have a pilot and is controlled by someone on the ground" and another as "a pilotless radio-controlled aircraft" 5 . Based on commonly known definitions it could be acknowledged that a 'drone' is an aerodynamic flying system to conduct multiple tasks and those could be remotely controlled by using joystick or digital interface backed by a device used for automatic control. UA could be equipped in blades or wings, and original intentions of their utilization were to replace people/crews when conducting high risk aerial missions. The armed aerial vehicles designed to conduct combat missions are currently rather common and they are known as Unmanned Combat Air Vehicles (UCAVs) and they could perform variety of tasks 6 . The important factor is that many military solutions are transferred into civilian aviation. Terms 'drone' and UA are often treated as interchangeable and used as equivalent.
ICAO, in general, for unmanned aerial platforms uses terms: Remotely Piloted Aircraft (RPA) or in the broader sense Remotely Piloted Aircraft System (RPAS) . Based on that terminology are created legal regulations at the global (ICAO) and regional level (EASA, EUROCONTROL, European Commission) levels. In the practical meaning the very popular terminology is of Unmanned Aircraft (UA) and Remotely Piloted Aircraft (RPA). Distinguish these terms is very important in the context of the safety of air operations, especially in connection with the future integration of manned and unmanned aviation systems.
The drone definition is rather general as they are described as: an unmanned, remotely controlled aerial vehicle or a missile designed for precision attack. However, just preliminary analysis of the definition is discovering two contradictory pieces of information. First, it is questionable if a single use device designed for a single mission (e.g. destruction of pre-planned target) could be named 'drone'. Second, to be recognized as 'drone' such a device should be remotely controlled or should be able to perform fully autonomous flight (according to pre-planned route). Drones' users, especially fans of modelling, are extending the definition by including two more elements. Those are: range of UA and necessity of locating advanced devices and sensors on UA board to operate a device using control system; however in such the case it is not just a Remotely Piloted Vehicle (RPV). RPVs are also known as of military operations as those were used by Israel already in 1982 during operations in Lebanon; Israel is one of leading nations in such technologies 7 . Such UA are equipped with cameras, to see what is seen by a pilot of a manned aircraft, and they possess modern version of tool known as First-Person View (FPV) or remote-person view; some are naming it as a 'video piloting'. So, it is not a drone in classical understanding. Though, as soon as it is achieving an option of remote control e.g. using personal computer, working and 'land based control station' allowing to start autopilot and to switch into an automatic mission control mode, we are undoubtedly dealing with UA; it means an actual drone following the extended definition.
The UA include a subgroup called Autonomous UAVs, which are vehicles completely controlled by computers excluding an option of a manual control by an operator (e.g. performing missions according to pre-planned route within designated area). It is causing a question: Could be RPVs, equipped with camera allowing FPV flights, recognized as UA? The answer it that rather no; those are still remotely piloted aerial vehicles and not drones. As such those should not be a subject of detailed law regulations but rather they such be exposed toward strict limitations regarding their access to air space, especially as the number of such devices will grow very rapidly.
Consequently, it will be impossible to control or to identify all of them and those will 'litter' the air space so only solution is to learn how to deal with them as there is no other choice. According to James Hing, currently there are three modes of operating UAVs: external piloting (EP) controlling flight by line of sight; internal piloting (IP) using ground station and on board camera and autonomous flight 8 . An example of full autonomy is advanced US Global Hawk 9 10 ; both systems could support maritime and air traffic, internal national security, search and rescue operations and many other tasks. There are many UAVs with an option to switch between modes. All the modes must have close integration with any platform security, remote piloting and payload management (Fig. 1) .
Figure. At the present it is not so easy to fully predict to what purposes drones could be used in the future. The society is usually considering them as unmanned platforms to be used by armed forces or national law enforcement services to enhance their capabilities to create safe and secure environment. Is it to be continued in the future? The answer is given every day as we can observe them for new applications. We could say, with high degree of certainty, that in next one or two decades those devices will be even more ordinary element of people's daily life. However, it should not be forgotten that drones are not only supporting security as those are also real threat for overall security systems, including personal security. Unmanned solutions are linked with some "systemic gaps" and they could become challenging for security and it is not only linked with terrorism. As a result, technological development within unmanned solutions sphere must be closely interconnected with accelerating study also in such the fields as: law, teleinformatics systems, crisis management, defence and security including internal security of each single nation. It should be followed by companies operating on an insurance market taking into account common accessibility of drones based on lowering costs causing a risk of unexpected incidents. Such the UAV type systems must be treated with great importance within an air space management system with the focus on security. According to US Department of Defence some 70% of manned aircraft catastrophes 11 are caused by human errors and further autonomy will not eliminate it as still a human will be controlling them. But now "pilots" being outside of cockpit will have increased tendency to make more risky decisions with lower situational awareness and limitations to face unexpected emergencies and situations.
Drones, similarly to any airspace apparatus, are functioning as a system composed of two major elements: man and machine. A machine, in that sense the air element of the system, is similar to any type of aircraft; the only real difference is its size. The ground element is a control station, stationary or mobile, considered as a working space for the land based controllers/operators. As such, a drone should be interpreted as a typical airship, which is remotely controlled in real time when possessing software to control all the flight parameters and also modules and interfaces to enable exchange of data. Typical UA is also equipped in a variety of sensors connected with software avionics and also optionally with weapon systems and autopilot. Such the broad range of equipment is causing that a drone is not so different when compared with a manned air platform. The only major and typical difference is related to the location of a crew. A ground based control station, used to control drones, consists of software, interface modules and designated and trained personnel. It is worth to notice, that from security point of view, every air and land component of a drone could be a subject of terrorist or cyber-attack; in specific conditions it could cause a danger for air traffic and aviation in general. It is also relatively easy to overtake control of a drone. Todd Humphrey, professor at the University of Texas at Austin's Radio navigation Laboratory, has demonstrated that hacking a civilian drone is relatively easy. He presented for the Department of Homeland Security that using a limited budget and some persons, he is able to "send signals to an UAV's GPS receiver, hijack the aircraft in mid-air, and control its route" 12 . He spent some 1,000 USD on equipment and designing an application. This example confirms the magnitude of the terroristic threat associated with the use of UAVs and how low costs are needed to take over control another UAV to perform a terrorist attack on the passenger aircraft for instance.
UA AS AIRSPACE'S SECURITY CHALLENGE
The US Congress has adopted an act regarding modernization and reform of the Federal Aviation Administration (FAA). The focus of the reform has been to execute government actions to speed up an integration of all the drones within US airspace, which is recognized to be the most overcrowded airspace in the world. It was forced by enormous number of requests the FAA has been receiving to grant certificates for variety of commercial activities using new capabilities; it was mainly linked with certificates to use drones for videoing. One of reasons was that even "model aircraft may pose a safety hazard to full-scale aircraft 104 K. Załęski in flight and to persons and property on the ground" 13 . However, such the permissions were treated as precedents; the situation has changed as for now and those permissions are rather norm than precedent. The applications are mainly related to different branches of industry and economy, as: agriculture, energy sector, health care, protection of natural environment, postal services and also tourism. US Congress recognizing a challenge related to drones was concerned that those are violating right to privacy and imposed some limitations e.g. they cannot be weaponized, surveillance only in public spaces, collected videos must be deleted in 24hours (judge could extend it) 14 . There is also a law against 'drone stalking' and 'peeping drones' to avoid spying or track individuals. Among others reasons, the request of the Amazon Company to be granted approval to deliver post using drones has grasped the attention of government. Similar project had been considered by the German DHL Company and finally the company was permitted to deliver such the drone based services as the first provider in Europe 15 . Also other global multinational technology companies e.g. Google and Facebook have expressed their interest in exploitation of options offered by drones.
Currently, the most challenging issue related to aviation security is drones' unexpected presence in the vicinity of airports, and even within their controlled zone. In that case the creativeness of amateur pilots is unlimited crossing often the line of stupidity, which could have very serious consequences. Many cases of such the approach of senseless drones' pilots (or rather pseudo-pilots) could lead to air catastrophes, especially when closing to manned aircraft (e.g. passenger airliners). Similar instances are happening more often and they are publicized by mass media. A collision with a small flying object could have a number of implications. For instance, a crash of a passenger aircraft with a bird at high speed is dangerous; so what could be consequences of similar crash with metal drone which weight is usually reaching a few kilograms. It is adequate to mention famous landing of a crippled US Airways jetliner (Flight AWE1549) on the Hudson River in January 2009
16 . It was the result of a clash with a skein of flying Canada geese and the result both jet engines lost power. It caused pilot to land on the river as the plane was not able to reach the closest airfield. The landing was a real miracle as nobody was injured and a member of the US National Transportation Safety Board called it "the most successful ditching in aviation history" 17 . Drones related incidents are increasingly common in Europe and in the world. In October 2014 the UK Airprox Board 18 (the agency responsible for safety in aviation) revealed that when an aircraft (AT72) was on the final approach to land on the Southend airfield the crew noticed a drone flying "in the very close vicinity" of the aircraft's right wing 19 . What was noticeable, there were as many as 75 passengers on the board. According to incident report "the object, believed to be a quadcopter, came within 25m of the AT72" and the copilot "formed the impression that the quadcopter had been flown deliberately close" 20 . Moreover, "air traffic controllers at Southend airport told the pilot 'a couple' of quadcopters had previously been reported in the area" 21 . A number of similar incidents have already happened in US. In 2014 during just a single month there were dozens of air space episodes involving drones. Among them, two were very serious as pilots were forced to suddenly change flight settings and in a few cases, UAVs were flying very close to passenger aircraft. The main perpetrators of these problems, similarly to European countries, have been small machines remotely operated by civilian persons. It is a side effect of increased number of unmanned flights in US and in Europe. Those are used for variety of purposes, primarily for civilian applications to provide aerial picture of selected areas, but also for other domains as meteorology.
As presented above the consequences of uncontrolled flights of drones could be rather dangerous for aviation safety so it is necessary to 'civilize' their use, especially as large multinational retail chains (e.g. Google and Amazon -supplies of goods and services) are considering innovative ways of goods' delivery all other the world. If they will be successful soon the airspace will be overcrowded by unmanned flying suppliers. This is why very clear and precise regulations must be developed as soon as possible taking into consideration safety from one side and civil rights and sovereignty of business practices on the other.
LEGAL ASPECTS OF REGULATING USE OF UA
According to the Polish law there is no clear and unambiguous definition of an unmanned aerial vehicle and there is also lack of precise description of such the device. Typical term used in in variety of jargons is naming them as 'drones'. Such the term is widely used by media, particularly as violations of air space by drones is more frequent. Within academic community and among specialists such the devices are mainly recognized as Unmanned Aerial Vehicles (UAVs) and in context of using wider technologic approach, they are defined as Unmanned Aircraft Systems (UASs). Polish aviation law is rather restrictive regarding drones, as those devices' commercial use requires special certificate which is awarded by the Civil Aviation Authority (CAA) of the Republic of Poland (Polish: Urząd Lotnictwa Cywilnego -ULC). Unfortunately, there is no certainty if all the users possess such certificates or are considering applying for them. This is important factor, as the number of certificates is not following the growing quantities of drones. As for now, there are plenty of advertisements on various types of networks offering business type services as commemorative photos and videos from the sky by employing drones. Next, it is necessary to consider what to do with other drones users who are declaring non-commercial exploitation as it is not easy to verify such the declarations. Is it not purposeful to 106 K. Załęski seriously approach such the topic before some negative consequences would happen? Are there any proper solutions to the issue? Especially as it is the real threat from one side but also infringement of the personal liberties and freedoms from the other. Generally, it is a real problem requiring reliable arrangements.
In Poland, similarly to other countries, many intrusions into airports' controlled zones have been noticed and as a consequence dangerous attempts to get as close as possible to manned aircraft. Many accidents have not been published by media to avoid panic and threat of using air mode of travelling. However, unauthorized intrusion into the airspace of the Warsaw Okecie Airport initiated wide discussion as it was rather close to a serious incident. It happened on 20 July 2015 when a crew of an Embraer 195 aircraft, flying from Munich to Warsaw, noticed a flying object at a 700 meters altitude. Based on the crew assessment it was probably a drone located on the landing approach some 10 kilometres from the beginning of the airport runway. Therefore the aircraft with more than 20 passengers on board was forced to change its landing direction. Similar incident happened the same week in Łódź. Typical drone was observed in the vicinity of an airport and it caused a threat for a small aircraft performing training flight 22 . More serious accident occurred in Krakow when a flare was dropped from an unidentified vehicle, which landed among military aircraft located on the airport apron. It could be a warning regarding a possibility to conduct a terrorist attack using similar methods.
According to applicable and current regulations, it means within international law, all the civilian airships (manned and unmanned) are operating based on the Convention on International Civil Aviation (or the Chicago Convention) signed on December 7, 1944 in Chicago. The Convention is rather outdated and it has been transitory law which have to be updated. It is worth noting that the annexes to the Convention are kept up-to-date. However, the full integration of unmanned aerial vehicles and manned aircraft requires updating almost all annexes (18 of 19). The International Civil Aviation Organization (ICAO) is recognizing that complexity of the challenges and has established a few deadlines:
• until 2018 -initial integration with air traffic in airspace, excluding designated areas;
• until 2028 -full integration, allowing creation of full picture of all the operations within airspace; all the unmanned platforms will be visible for air traffic controllers and it will be possible to communicate with them. The European Commission (EC) is currently working on a draft of law regulations regarding exploitation of UA by civilian persons. The main objective of such the regulation is to develop cohesive system of safety certificates for unmanned platforms. The new instructions will cover both data transfer channels to remotely control such the unmanned platforms and also the dilemmas of protecting privacy of data collected by unmanned systems. Is expected that Commission finishes the activities related to integration of RPAS in European airspace up to 2028. In this timeframe, besides the evolution of technical and operational rules, which will lead to alleviation of restrictions for operations of RPAS in European airspace, together mixed with manned aviation, following the same air traffic management procedures and ensuring the same level of safety and security. Furthermore, in the future, after year of 2028, the operators RPAS, based on common rules and mutual recognition that roles by the states, could fly cross border operations intra EU, avoiding the administrative burden. Similarly acts the European Defence Agency, which conducts highly advanced research in relation to the future of unmanned platforms; however the focus is mainly on developing unified rules of using military drones when conducting missions within civil owned airspace. In the similar way is acting EASA. That institution currently (since 2016) works on establishing common security principles for all RAPS, without dividing on commercial and no -commercial.
In • the total weight of a UAV, including all equipment, must be below 25 kilograms.
A drone flight within a controlled area or sphere of an airfield (Controlled Traffic Region -CTR or Terminal Manoeuvring Area -TMA) is possible, however only if that drone will strictly follow exactly the same rules as other airships. It is especially linked with standard equipment (navigation devices, communication assets allowing movement and control) analogous to manned aircraft operating based on one of two sets of regulations governing all aspects of civil aviation aircraft operations, namely IFR (Instrument Flight Rules) or VFR (Visual Flight Rules). In the case the flight is controlled without visual control from ground using FPV (First Person View) equipment its rules are the same as for other air objects lying within IFR/VFR regimes. It means that UAV must be equipped into navigation and communication tools (transported, radio communication) and the flight must be con- 26 . In other words, very popular FPV flights, being the most excited for pilots, are to be operated only in designated zones. It could be conducted only when the Polish Air Navigation Services Agency (Polish: Polska Agencja Żeglugi Powietrznej -PAŻP), based on application of a person concerned, designates a special Exercise Area (EA) for flights following the Instrument Flight Rules. Utilization of UAVs caused many experiences allowing their upgrade for better synchronization, enhanced capabilities, specialization, resistance for unauthorized control etc. 27 . This is important as there are new solutions to support such the modifications to have better characteristics of UAVs and supplemented by better software and skills of operators 28 . It is linked with their endurance and constant readiness to act in short notice 29 . According to Maryann Lawlor it is possible that "autonomous, networked and integrated robots may be the norm rather the exception by 2025" 30 .
CONCLUSIONS
The trend to use more UA for private and commercial purposes is in constant raise and this is an issue to be faced by agencies responsible for air traffic. The new technologies are offering more advanced solutions and now a drone or UA is available for average person to be used of variety of purposes. The desire to limit is not to be successful requiring rather creation of tools to 'civilize' and legalize those emerging capabilities. The air accidents involving UA are asking for decisive and purposeful steps to merge that group of air space users into overall system. If it will not happen more hazards will happen especially among radical elements of societies having new 'tools' to play with. It should not be even excluded that UA will be armed by amateur "pilots" to conduct air combat and to attack ground targets similar to military UCAVs. The desire to challenge manned aircraft or utilization by extremists could be unavoidable. Further development and functioning of unnamed aviation will be strictly dependent on properly structured law regulations. Nevertheless, the legislation effort should take into consideration both small and large size flying platforms as the latter are slowly dominating civilian market. The law must include such the aspects as provision of services, licences for operators, technical arrangements, and, what is the most critical, also the rules of flights. In the future also such the aspects as flights out of designated zones, full integration with other users of airspace and complete compatibility with aviation law must be distinguished. 26 UAVO certificate is a license proving a drone pilot qualification permitting operating such the devices for commercial purposes -other than sport of recreational reasons. 27 L. Haulman, U.S. Unmanned Aerial Vehicles in Combat, 1991 Combat, -2003 At the same time, it is necessary to remember that unmanned fights are requiring specifically adjusted regulations as there is no need to implement all the rules concerning manned flights. It is especially true in the case of small flying objects used for recreational purposes. The detailed consideration should be conducted e.g. in relation to Article 126 of the Aviation Law, mentioned before, which is the foundation for unmanned flights within Polish airspace. Therefore, there is an urgent need to distinguish law definition of such the flying object and it should allow precise distinction between a 'toy' and professional equipment. Such the definition must be profoundly thought as it will have long-term consequences and will influence future regulations and also the rules of unmanned platforms integration with air traffic. Moreover, there is no need to cumulate all the traffic within controlled airspace as it could cause it to be 'overcrowded 'and dangerous. Another aspect in the need to do deep research regarding protection of citizens' privacy and utilization of UA by state services as: police, fire brigade, border services, etc. Taking into consideration the complexity of the problem the regulations will be the first attempt to formalize civilian exploitation of UA, and although some gaps could be expected, it could be good and reasonable step forward for further legislative efforts. Civilian drones, even if it will not be fully assembled ones, are not necessarily intruders in the Polish airspace when conduction their missions as long as the law will precisely define what is and what is not allowed. This is the direction toward which the aviation law should aspire.
